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Abstract 
These days, the security of information has become more vital in data transfer through networks and 

storages, so everyone knows the importance of data encryption to maintain the confidentiality and privacy 

of information transmitted across different networks. Image ciphering plays a vital role in avoiding 

eavesdropping or cracking access to the information that is transferred through networks; therefore, to 

look after the privacy and security of the information that is transferred on the internet, one of the 

important methods of security is chosen in this paper, which is “Advanced Encryption Standard”. The 

Advanced Encryption Standard is chosen in this paper based on the capability of it to secure information 

and the power of it to immunize information from eavesdropping. A Graphical User Interface (GUI) in 

Matlab is used as software to implement the Advanced Encryption Standard algorithm and to tests various 

types of High Definition. This research is focused on experiments on different types of pictures (gray, 

color and black and white) in high quality and seeing the required time for applying the Advanced 

Encryption Standard algorithm on these pictures. The results of this paper show the time that is required 

for ciphering and deciphering different types of pictures.   
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摘要 如今，信息安全在通过网络和存储进行数据传输中变得越来越重要，因此每个人都知道数据

加密对于维护跨不同网络传输的信息的机密性和隐私性的重要性。图像加密在避免窃听或破解对

通过网络传输的信息的访问中起着至关重要的作用。因此，为了照顾互联网上传递的信息的隐私

和安全性，本文选择了一种重要的安全方法，即“高级加密标准”。本文基于其保护信息安全的

能力以及其保护信息免遭窃听的能力而选择了高级加密标准。Matlab中的图形用户界面（图形用

户界面）用作实现高级加密标准算法并测试各种类型的高清的软件。这项研究的重点是高质量的

不同类型图片（灰色，彩色和黑白）的实验，并了解了在这些图片上应用高级加密标准算法所需
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的时间。本文的结果显示了对不同类型的图片进行加密和解密所需的时间。 

关键词: 先进的加密标准，高清，AES 128，图像安全 

 

I. INTRODUCTION 
The advance of sharing pictures among others 

is popular across the world nowadays, especially 

on the internet through social media such as 

Twitter, Facebook, WhatsApp, Viber, Telegram, 

etc. Therefore, the necessity of protecting 

pictures’ privacy is required [1]. For these 

reasons, a new threat is appearing in the field of 

security – the threat of braking the privacy of 

information that led to creating a new 

subcategory field of security that focused on 

securing the images that were being transferred 

through networks. This paper pays attention to 

securing major types of data, which is images. 

The images are used in different ways, such as in 

banks [2], as the data of banks is sent as images 

such as checks [3], which are transferred to many 

people, and are also used in chats between people 

on social media and so on. The images are unique 

kinds of chats as they give more information than 

text in chat. The ancient people used images to 

talked to each other or to tell a story about their 

epics since communicating with images is faster 

and gives more details about the situation, 

feelings, emotions and so on; for these reasons, 

security of images is needed. This research used 

Advanced Encryption Standard (AES) algorithm 

as a way to protect images form breaches. The 

AES was created in 2001 [4] and had the top 

score in security [5] in that time and till now, 

because of its performance, efficiency and 

flexibility. The algorithm has kept on being 

developed by many researchers [6], [7], [8]. 

The AES algorithm has only been applied to 

text [9] for the least few years, and it has 

managed to prevent the eavesdropping, breaching 

and cracking of texts messages for many years. 

Thus, it was made use of in other applications, 

such as protecting the images and data that is 

transferred through networks. This paper focuses 

on applying the AES algorithm on high definition 

(HD) images such as 2k, 4k and full HD images. 

The research used different types of images with 

different image sizes. The problem of using the 

AES algorithm on the images is that it only can 

be applied on small images, such as 256 by 256 

[10]. Therefore, a way was used in this research 

to overcome the lack of AES algorithm. The way 

is that if an image is above the limitation of the 

algorithm, then it will be split in a way that 

enables applying the AES algorithm. 

 

II. LITERATURE SURVEY 
Many ways have been approached to protect 

the privacy of people. AES was invented in 2001, 

which was a result of three years of work by 

Daemen and Rijmen. They were two Belgian 

scientists and their field was cryptography. Their 

algorithm was then highly recommendation by 

others as it was better than others algorithm such 

as DES, which was a limitless algorithm, because 

of its key space and small packet size. AES has 

many capabilities, such as the high speed of then 

algorithm and its high security. In addition, the 

algorithm is easy to implement in hardware and 

software [11]. 

By comparing the AES algorithm to the 

Rijndael algorithm, they appear to be identical. 

However, they can be distinguished by their 

packet length and key length. The Rijndael 

algorithm has adjustable packet length and key 

length, which can be set to an integer multiple of 

32 bits, ranging from 128 to 256 bits. In contrast, 

the AES algorithm fixes the number of the packet 

length to 128 bits, while the key length can only 

be one of 128, 192, and 256 bits [12]. However, 

the rounds number of the AES algorithm changes 

according to the the key length. The changes of 

the key length are shown in Table 1. 

 
Table 1.  

The bond between the length of key and number of rounds 

in AES 

Key length (bits) Number of rounds 

128 10 

192 11 

256 12 

 

III. THEORY OF AES ALGORITHM 
The AES algorithm is used in many 

applications [13], [14] due to the capability of the 

algorithm to cipher information and having 

ciphers that are hard to break. The power of AES 

algorithm came from the procedures of the 

algorithm, as it uses many complex and truck 

operations to cipher the text or image. These 

procedures of AES algorithm for ciphering and 

deciphering consist of four main layers: 

SubBytes, ShiftRows, MixColumns and then 

ADDRoundKeys [15], which are shown in Figure 

1. 
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Figure 1. The procedure of AES algorithm 

 

IV. CIPHERING PROCESS OF AES 

ALGORITHM 
The process of the AES algorithm is to first 

convert the plain text to state array [16], which is 

not needed when dealing with images, since 

images consist from an array and thus it will 

consider the image array as the state array. The 

array of an image will be considered as a data 

block that will have the AES algorithm applied 

on it [17].  The second step is simply to substitute 

every pixel in the array with a value that 

corresponds to the value in the S-Box. The S-Box 

is an array and the size of this array is 16 by 16 

[18]. The S-Box contains 256 values and each 

value is different from the others located in the 

same matrix. The 256 permutations will meet all 

the possibility values of the image array, as 

shown in Figure 2. 

 
Figure 2. Substitution byte transformation [19] 

 

The third process will be shiftRows, which 

means shifting every row in the image array to 

the left. The shifting process of the rows will be 

different from one row to another, and all this 

will depend on their positions. This shifting will 

be performed according to anti-clockwise ACW, 

and this is shown in Figure 3 [20]. 

 
Figure 3. ShiftRows transformation 

 

In the MixColumn transformation, each 

column, which consists of 4 bytes, will be dealt 

with on its own and distinctly, and these four 

bytes of the column will be considered as 

polynomials over the Galois function GF (28), 

and will be multiplied by the modulo x8 + x4 + 

x3 + x1 + x0 as, shown in Figure 4. Then, after 

the multiplication is done, the last layer will be 

applied on the results by XORed – 16 bytes of 

round key with 16 corresponding bytes in the 

state of array. The round key is created from the 

schedule algorithm. Figure 5 shows the process 

of AddRoundKey. After applying the four layers 

on the state array, the same process will be 

repeated 64 times on the state array. 

 
Figure 4. Mixcolumn transformation 

 

 
Figure 5. Round key transformation [5] 

 

V. DECRYPTION PROCESS OF AES 

ALGORITHM 
The decryption process of an AES algorithm 

process is the inverse transformation of an 

encryption algorithm in reverse order [21], [22]; 

in addition, the round keys are also applied in 

reverse. The process will be done first by 

inverting the operation with the same procedure 

of encryption, only in reverse. The first step is to 

repeat the same rounds of operations that were 

applied on the state array in reverse order. The 

second step is to invert the AddRoundKey in 

reverse order by XORed; the results with the 

round key and the results of that operation will 

applied on it in the inverse MixColumn. This is 

done by multiplying each 4-bytes column with its 

modulo x8 + x4 + x3 + x1 + x0. Then the third 

process is applied on it, which is ShiftRow by 

repeating the offset of each row to its true 

location and, once the order of all the rows is 

repeated to it is same location, the final process 

will applied, which is SubBytes, by repeating the 

true values of the state array, just like in the 
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encryption process, but in reverse. The values of 

each pixel will be determined according to the 

corresponding pixel that is located in the S-Box. 

Finally, the resulted state array will be considered 

as the image array, just like in the first step of the 

research. 

 

VI. RESULTS AND DISCUSSION 
The most important part of research is the 

results since this research is based on testing the 

probability of applying the AES algorithm on 

high quality images and the time required for 

applying all the processes from the encryption 

and decryption processes. The average time 

required for most 4k images of dimensions 3840 

x 2160 is 3.8 seconds for ciphering and 3.95 

seconds for deciphering in color images, while 

the average time required for uncolored images is 

1.1 seconds for ciphering and 1.046 seconds for 

deciphering. On the other hand, the average time 

required for 2k images of dimensions 2048 x 

1080 is 0.9 seconds for ciphering and 0.933 

seconds for deciphering in color image, while in 

uncolored images it is 0.34 seconds for ciphering 

and 0.319 seconds for deciphering. Finally, in the 

1k images of dimensions 1440 x 1080, the 

average time required for color images is 0.64 

seconds for ciphering and 0.69 seconds for 

deciphering, while in uncolored images it was 

0.21 seconds for ciphering and 0.19 seconds for 

deciphering. Table 2 shows the number of tested 

images in each quality, and the average time 

required for ciphering and deciphering for each 

type of image. This experiment’s results of 

ciphering and deciphering of AES is done by a 

program named Graphic User Interface in Matlab. 

The specification of the computer that is used in 

this experiment is core i7 1.9 GHz, 16 RAM 

DDR4, 4 GB Nvidia. The user interface program 

is shown in Figure 6. 

  
Table 2.  

The time required for ciphering and deciphering of higher resolution images 

Type of 

resolution 

Type of 

color 

No. of 

tested 

images 

Time required for 

ciphering/second 

Time required for 

deciphering/second 

4k 

3840 x 2160 

Color 300 3.8 3.95 

Uncolor 300 1.1 1.046 

2k 

2048 x 2160 

Color 500 0.9 0.933 

Uncolor 500 0.34 0.319 

1k 

1044 x 108 

Color 1000 0.64 0.69 

Uncolor 1000 0.21 0.19 

 

 
Figure 6. Program interface of GUI 

 

In addition, the test was done on the various 

types of keys length that are shown in Table 2. 4k 

images are used as a reference to test the 

differences in time required for ciphering and 

deciphering between 128 bits, 192 bits and 256. 

Overall, the results show that the 128 bits is 

slightly faster than the two others. The number of 

rounds required for 128 bits is 10 rounds, so it 

required only 3.8 seconds and 3.95 seconds for 

ciphering and deciphering color images, while for 

uncolored images it required 1.1 seconds for 

ciphering and 1.046 seconds for deciphering. In 

contrast, 192 bits length achieved 4.369 seconds 

for ciphering and 4.292 seconds for deciphering 

color images, and 1.205 seconds and 1.193 

seconds for uncolored images. Finally, the 256 

bits length shows the slowest time required for 

ciphering and deciphering, as it required 4.671 

seconds for ciphering and 4.968 seconds for 

deciphering colored images, and 1.354 seconds 

and 1.302 seconds for ciphering and deciphering 

uncolored images. However, the higher the 

length of the key, the more complex it is, and the 

harder it is to break the AES algorithm, and vice 

versa. Table 3 also shows different images with 

their ciphering processes. 

 
Table 2.  
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The time required for ciphering and deciphering of different length keys 128 bits, 192 bits and 256 bits 

Type of 

resolution 

Key length Type of 

color 

No. of 

tested 

images 

Time required for 

ciphering/second 

Time required for 

deciphering/second 

 

 

4 k 

3840 X 2160 

128 bits Color  

 

 

300 

3.8 3.95 

Uncolor 1.1 1.046 

192 bits  Color 4.369 4.292 

Uncolor 1.205 1.193 

192 bits  

 

Color 4.671 4.968 

Uncolor 1.354 1302 

 
Table 3.  

The different pictures with its ciphering results  

Original image  Encrypted image 

  

  
 

  
 

  
 

 

VII. CONCLUSION 
The necessity to protect information and 

images is required more and more every day due 

to the increase of eavesdroppers in the network. 

Therefore, AES algorithm is the best way to 

protect information from eavesdroppers. The 

research shows the complexity of the algorithm 

and its ability to save information, especially 

images, in rapid time (only 3.9 seconds for 4K 

images). And this time is important due to the 

risks that may affect the users from stealing the 

information that is located in images. The AES 

algorithm is beneficial to users since it gives the 

user unbreakable images that are fortified from 

eavesdroppers.  

 

A. Future Work 

There are many things that could make it in 

the future of the AES algorithm, such as 

implementing the AES on field programmable 

logic Area (FPGA). Also making AES woks in 

the field of iCloud by making it done through the 

technology of internet of things (IoT). In addition, 

performing the AES algorithm in genetics as 

alternative ways to perform the algorithm. 
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