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Abstract

The aim of the research is to identify the clarification of social engineering
methods and their danger to the society in general and to the university students
section in particular, as well as introducing information security gaps on the social
media, and shedding light on the knowledge base of university students in social
engineering methods, and a practical application of the research was carried
out through conducting a quantitative methodological study on a sample of
students from the College of Media at the University of Baghdad including both
undergraduate (bachelor’s) and postgraduate (master and doctorate) students.
The research sample consisted of 50 male and female students. A questionnaire
was distributed to them that included the two parameters of the study, meanly,
information security and methods of social engineering for the purpose of verifying
the effects of social engineering methods in penetrating university students’
information on social networking sites, as it was found that there are wide effects
of these methods on the penetrating students’ information, despite the knowledge
of a wide section of them of the need to fortify the security of their information.
The research recommended a number of recommendations, the most important
of which was to support information awareness programs and skills for individuals
and institutions through coordination with specialized agencies such as Information
Studies Departments in Universities to raise the level of information awareness and
enhance their communication technology culture, which is one of the organizational
and educational methods to reduce these behaviors.

Keywords: Social engineering, Information security and Social

media.
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